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FOREWORD

DEAR READER

to these places to fight in the conflicts and the inci-
dents that have taken place in nearby countries, it also 
remains important in the Estonian context to identify 
payments connected to terrorist financing.

The Financial Intelligence Unit has contributed to 
proceedings for resolving a number of major interna-
tional money laundering schemes. Last year saw an 
increase in cases involving phishing and exploitation 
of email accounts as well as the use of counterfeit bank-
cards to withdraw cash from bank ATMs. As an exam-
ple of successful cooperation with the Tax and Customs 
Board, we describe in this annual report a case where a 
large amount of cash was confiscated. The attention of 
the Financial Intelligence Unit was drawn to criminals 
who used deception to obtain loans from various finan-
cial institutions. Suspicious transit transfers of money 
from Russia are still a threat. The following chapters 
of this annual report provide a closer look at these and 
other topics.

We would like to thank Ministry of Finance adviser 
Sören Meius and lawyer Ülle Eelmaa for their contri-
bution in providing an overview of the amendments 
to the Fourth Anti-Money Laundering Directive and 
proceedings on the amendments during the Estonian 
Presidency of the Council of the EU.

In autumn 2017, the new Money Laundering and 
Terrorist Financing Prevention Act was adopted by 
Estonia’s parliament, the Riigikogu, and it entered into 
force on 27 November 2017. The new legislation intro-
duced several key changes in the system for combat-
ing money laundering. Led by Estonia, negotiations 
between the Council of Europe, European Parliament, 
and European Commission on amendments to the EU’s 
Fourth Anti-Money Laundering Directive came to a 
conclusion. As of this writing, the amendments to the 
directive planned to be enacted in the first half of 2018.

In 2017, a number of major international money 
laundering schemes with a direct link to Estonia came 
to public light. In this annual report, we address the 
conclusions we have reached with regard to these cases, 
we describe their impact on the Estonian financial 
system and discuss what can be done to reduce the risk 
of similar incidents in the Estonian financial system.

In 2017, terrorist attacks struck a number of Euro-
pean countries, targeting inhabitants going about their 
everyday lives. Terrorist attacks also hit our closest 
neighbours, Sweden and Finland, last year. A number 
of countries in Europe currently have serious concerns 
over the possibility of terrorists returning to Europe 
from war-torn areas in the Middle East. Consider-
ing the numbers of people who travelled from Europe 
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1� THE FINANCIAL INTELLIGENCE UNIT
Prevention Act is enforced by the Financial Intelligence 
Unit and the Financial Supervision Authority in regard 
to persons licensed to operate by these institutions, as 
well as by the Estonian Bar Association and the Cham-
ber of Notaries in regard to their members (supervision 
over notaries is delegated by the Ministry of Justice to 
the Chamber of Notaries).

In addition to this function, the Financial Intel-
ligence Unit also performs supervision regarding 
compliance with all legislative requirements pertain-
ing to financial sanctions imposed under the Inter-
national Sanctions Act. In the case of international 
financial sanctions, the FIU is the central unit that 
coordinates and supervises the implementation of the 
relevant sanctions, imposes restrictions on disposal of 
funds and assets when necessary, and also, if necessary, 
issues exceptional permits to perform transactions while 
under sanctions.

The Financial Intelligence Unit also issues activity 
licences. These include activity licenses for financial 
institutions that do not hold an activity license from 
the Financial Supervision Authority, as well as licences 
for trust and company service providers, providers of 
a service of exchanging a virtual currency against a 
fiat currency and providers of a virtual currency wallet 
service, pawnbrokers, and purchasers and wholesalers 
of precious metals and stones. The functions of the 
Financial Intelligence Unit are to trace criminal assets, 
engage in cooperation with Investigative authorities, 
the Prosecutor’s Office and the financial intelligence 
units of foreign countries, to conduct strategic analysis 
concerning money laundering and terrorist financing 
risks and trends, and to notify the public.

 

The Financial Intelligence Unit (FIU) was esta-
bished on 1 July 1999 and is currently a structural unit 
within the Police and Border Guard Board Central 
Criminal Police. The Financial Intelligence Unit is a 
member of the Egmont Group, which unites similar 
units whose activities meet international standards. The 
principal functions of the financial intelligence units 
are to gain and analyse information on transactions 
suspected of money laundering and, in case a crime is 
suspected, to convey information for deciding whether 
a preliminary investigation should be launched. Such 
reports are sent by all persons who have or may have 
contact with potential money laundering – i.e. financial 
sector, in particular banks and payment service provid-
ers and many others, such as notaries, advocates and 
auditors. If necessary, the Financial Intelligence Unit 
can impose restrictions on disposal of assets.

The uniqueness of the Financial Intelligence Unit 
lies in the fact that persons ordinarily obliged to main-
tain their clients’ confidentiality notify the Financial 
Intelligence Unit at their own initiative of certain 
clients and transactions – even if the information is 
protected by banking secrecy. The Financial Intelli-
gence Unit maintains the confidentiality of the infor-
mation it receives and sends investigative authorities, 
the prosecutor’s office and courts only the data needed 
to combat, ascertain and investigate crimes. The Finan-
cial Intelligence Unit does not disclose the identity of 
the person reporting the information. Investigative 
authorities and the Prosecutor’s Office establish money 
laundering in the criminal cases on which they conduct 
proceedings, while the Financial Intelligence Unit 
ascertains potential money laundering incidents on the 
basis of financial information from the private sector.

The Money Laundering and Terrorist Financing 
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2� DEVELOPMENTS IN THE ESTONIAN 
MONEY LAUNDERING PREVENTION SYSTEM 

IN 2017

stemmed from major money laundering scandals. The 
importance of the transparency of the entire business 
environment and of identifying the beneficial owners of 
companies has emerged. The new Money Laundering 
and Terrorist Financing Prevention Act broadened the 
aim of the legislation to increase the trustworthiness 
and transparency of the business environment and thus 
keep the Estonian financial system and economy from 
being used for money laundering and terrorist financ-
ing. The new legislation resulted in changes to the 
range of obliged subjects and the system of risk assess-
ment, and establishing of procedural rules and internal 
procedures. It sets up a registry of beneficial owners 
and system for exchange of information on payment 
accounts between financial and credit institutions and 

2�1� THE NEW MONEY LAUNDERING AND TERRORIST FINANCING 
PREVENTION ACT 

On 27 November 2017, the new Money Laundering 
and Terrorist Financing Prevention Act entered into 
force. It transposes into Estonian legislation Directive 
2015/849 of the European Parliament and of the Coun-
cil of 20 May 2015, which deals with prevention of use 
of the financial system for the purpose of money laun-
dering or terrorist financing (the so-called Fourth Anti-
Money laundering Directive) and, preemptively, some 
amendments that are discussed below. The amendments 
to the regulation stem partially from the establishment 
of new money laundering and terrorist financing stan-
dards developed by the Financial Action Task Force 
(FATF), which were transposed into the European 
Union’s Fourth Anti-Money laundering Directive.

The need for changes in the EU’s legal environment 
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law enforcement bodies, refines the principles for inter-
national exchange of information and the functions of 
the Financial Intelligence Unit. It also adds the Police 
and Border Guard to the list of supervisory agencies.

The list of obligated persons now includes under-
takings that provide cross-border cash or securities 
transport service. The “provider of alternative meth-
ods of payment” category has been replaced by provid-
ers of a service of exchanging virtual currency for fiat 
currency and virtual currency wallet service. Limits and 
other conditions on the basis of which certain compa-
nies and persons are obliged subjects for the purposes 
of the Money Laundering and Terrorist Financing 
Prevention Act have also been changed and brought 
into conformity with the directive. Traders are now in 
the purview of the law if they pay or are paid 10,000 
euros in cash during any one-year period. The threshold 
has been lowered for non-profit associations and other 
legal persons operating on the basis of the Non-Profit 
Associations Act and for foundations as defined by the 
Foundations Act, if they are paid or pay over 5,000 
euros or the equivalent in another currency during any 
one-year period.

The new legislation focuses more on risks – both 
assessment of risks and enforcement based on risk 
assessments. Obligated persons must prepare a risk 
assessment aimed to define the potential risks in the 
company’s economic activity and measures for hedg-
ing the risks. The risk assessment must describe the 
categories with the least and greatest risk assessment, 
the content of the risk and risk assessment model. In 
addition, procedural rules must be established for hedg-
ing and managing effectively, among others, the risks 
related to money laundering and terrorist financing 
established in the risk assessment. To enforce compli-
ance with procedural rules, internal audit rules must 
be established. These rules provide an overview of the 
functioning of the internal control system, including 
internal audit, and if necessary the procedures for 
implementing conformity audits, also describing the 
procedures for audits of employees. Non-profits and 

foundations are not required to draw up the risk assess-
ments, procedural rules and the internal audit rules.

The substantive side of reporting to the Financial 
Intelligence Unit stayed the same. As regards the obli-
gation to file transaction reports, it is planned to make 
a complete transition this year to an online form or 
X-Road service-based notification.

The new act has been brought into conformity 
with the directive and the enforcement fine has been 
increased exponentially. The upper limit of the fine for 
offences committed by legal persons has been corrected 
to 400,000 euros. The new maximum enforcement fine     
is intended as a deterrent and to deprive offenders of 
the possibility of receiving significant gains from an 
offence. The maximum one-time enforcement fine for 
natural persons is up to 50,000 euros, but no to exceed 
5 million euros for any one offender; and up to 100,000 
euros for legal persons, but not more than 5 million 
euros or up to 10% of the annual turnover of a legal 
person. If the obligated person is not a credit or finan-
cial institution, the maximum enforcement fine is equal 
to twice the gains received as a result of the offence or 
at least one million euros.

The law sets forth more specifically the Financial 
Intelligence Unit’s functions and provides for additional 
ways of more effectively carrying out these functions. 
Compared to the previous Act, the act sets forth more 
precisely the function of the Financial Intelligence Unit 
to perform strategic analysis that deals with the risks, 
threats, trends and operating mechanisms of money 
laundering and terrorist financing. This provides, 
among other things, valuable input for the national 
risk assessment. The Financial Intelligence Unit has the 
right, for the purpose of performing strategic analysis 
and other functions arising from legislation, to obtain 
information from competent supervision authorities, 
state and local government institutions as well as from 
obligated persons and third parties. The right to request 
and receive information is to establish subjects of super-
vision and subjects related to handling of cash, and the 
methods, threats and trends in money laundering and 
terrorist financing.
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the account’s IBAN code, and the opening and closing 
of the account. Such a central information exchange 
system enables the Financial Intelligence Unit and 
other competent authorities to effectively establish, 
using automatic query, all of the accounts that belong to 
a given individual. Several countries have such a central 
register or information exchange system already in use.

A number of future changes have already been 
transposed into Estonian law with the provisions of the 
Money Laundering and Terrorist Financing Preven-
tion Act, such as the beneficial ownership register, 
central register of payment accounts, and the concept 
of virtual currencies. The official final text of the Fifth 
Anti-Money laundering directive is expected to be 
published in spring 2018. We describe aspects related 
to the amendments to the directive in the next section.

A new standard is the obligation of legal persons to 
submit data on their beneficial owner, including infor-
mation on ownership and exercising control over their 
activity. Data is submitted and made public through 
the Commercial Register information system. The obli-
gation enters into force on 1 September 2018 and the 
deadline for filing the information with the Commer-
cial Register is 60 days of that date.

The act transposes the requirement, arising from the 
amendments to the directive, of the obligatory payment 
account registers, which comes into force on 1 January 
2019. Its goal is to consolidate all information on the 
holders of bank and payment accounts. For the time 
being, the minimum that must be available is the name 
of the account holder and the person conducting trans-
actions for the holder along with other information, the 
data on the beneficial ownership of the account holder, 

1 http://eur-lex.europa.eu/legal-content/ET/TXT/?uri=CEL-
EX%3A32015L0849.

2 Communication from the Commission to the European Parlia-
ment and the Council on an Action Plan for strengthening the 
fight against terrorist financing, 2 February 2016, COM(2016) 
50 final, p. 1.3.

2�2� DISCUSSIONS ON THE TOPIC OF THE FIFTH ANTI-MONEY LAUNDERING 
DIRECTIVE

In July 2016, the European Commission adopted 
a proposal to amend the Fourth Anti-Money launder-
ing Directive1 , to strengthen the fight against terrorist 
financing2 , to increase the transparency of the business 
environment and strengthen the fight against tax fraud. 
The Council of the European Union reached agreement 
on a mandate for negotiations in December 2016. On 
28 February, the European Parliament also approved its 
starting position for negotiations. The amendments will 
also affect the Estonian money laundering and terrorist 
financing prevention system. Due to the significance of 
the amendments, the amending Directive has become 
known as the Fifth Anti-Money laundering Directive.

The most important objectives of the 5th Directive:
1. to define as obligated persons  the providers of a 

service of exchanging a virtual currency against a 
fiat currency and the virtual currency wallet service 
providers;to reduce possibilities of using anonymous 
prepaid cards;

2. to increase the competencies of financial intelligence 
units in obtaining and exchanging information;

3. to enable financial intelligence units and other 
competent authorities to identify payment account 
holders (create a register of payment accounts or 
information exchange system);

4. to enable financial intelligence units and other 
competent authorities to identify payment account 
holders (the creation of a register of payment 
accounts or an information exchange system);to 
increase the transparency of companies and trusts;

5. to achieve more uniform control in the EU over 
high-risk customers from third countries;
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6. to increase the transparency of companies and 
trusts;

7. to interconnect beneficial ownership registers and 
enable access to the land register.

During the Maltese (the first half of 2017) and 
Estonian Presidency of EU, there were a total of nine 
trilogues with the European Parliament, five during 
the Maltese presidency and four during the Estonian 
presidency. The last trilogue took place from 13 to 15 
December 2017. Four meetings of working groups of 
member states’ representatives took place and several 
dozen bilateral meetings were organised.

Due to the political sensitivity and importance of 
the amendments, and considering that the member 
states were still in the process of implementing the 
Fourth Directive, the Council of the EU initially 
sought a more targeted approach, aiming the amend-
ments specifically to the shortcomings identified (for 
example, the lowering of the pre-paid card limits was 
connected to the Paris terror attacks where terrorists 
had used such cards). Also, in the initial Commission 
proposal, member states did not support public access to 
data on beneficial owners. The Council also worked to 
make the provisions on the cooperation and exchange 
of information between supervisory institutions more 
effective and accurate. On the other hand, however, 
the European Parliament aimed at a more sweeping 
approach, including fundamental changes, such as the 
establishment of a pan-European Financial Intelligence 
Unit, broadening of the range of obligated persons and 
complete disclosure of data on beneficial ownership, all 
of which the member states would have had to imple-
ment before the end of 2017.

Concerning the provisions related to the prevention 
of terrorist financing, achieving agreements between 
institutions was uncomplicated. The basic matter of 
contention was the extent to which information on 
beneficial ownership was to be disclosed. The European 
Parliament supported the position of the European 
Commission: access to the registers of companies’ bene-

ficial owners should be public. European Parliament 
also sought public access to the beneficial ownership 
of trusts and other legal units (in Estonia known as 
contractual legal units – a unit that does not constitute 
a legal person). The Council of Europe believed that 
access to the beneficial owners’ data should be based 
on legitimate interest and that member states should 
have the option (but not the obligation) to make the 
data more broadly available.

Before the start of the Estonian Presidency, the 
Council of Europe had already basically consented to  
making beneficial ownership data of companies avail-
able to the public. The matter of accessing the data of 
the beneficial ownership of funds/contractual legal 
units was thus yet to be resolved. As a compromise 
option, the Estonian Presidency proposed an option 
where access to these data would generally be based on 
legitimate interest but where the beneficial ownership 
of contractual legal units that own a company would be 
accessible based solely on a written request. This was the 
proposal that the co-legislators finally accepted.

Thus, the last matter of dispute was the treatment 
of politically exposed persons (PEPs), above all the 
Council of Europe’s proposal to differentiate local 
EU PEPs from those of third countries. Although 
the Fourth Anti-Money laundering Directive did not 
provide for such differentiation, the FATF recommen-
dations contain a theoretical basis for such an approach. 
Neither the European Parliament nor the Commission 
considered such a step back in the high standards of 
the EU acquis to be advisable. Thus, agreement was 
reached in talks only on the evening of 15 December, 
with the acceptance of a wording of the implementing 
provision stipulating that possibilities for differentiated 
treatment of PEPs according to country of origin would 
be reviewed in the regular analysis of implementation 
of the directive, to be conducted by the European 
Commission two years after the entry into force of the 
amending directive.

The Estonian Presidency managed to reach agree-
ment with European Parliament. The agreement was 
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approved by the Permanent Representatives Commit-
tee (COREPER) on 20 December 2017, and the direc-
tive will enter into force after it is read in European 
Parliament in spring 2018 and published in the Official 
Journal in summer 2018. From that point, member 
states have 1.5 years to transpose its provisions into 
national law.

THE EUROPEAN UNION’S DECISION-
MAKING PROCESS

As a rule, the European Union makes decisions 
using a method involving the ordinary legislative 
procedure defined in Article 294 of the Treaty on the 
Functioning of the European Union. “Ordinary legis-
lative procedure” means that the European Parliament 
and the Council jointly adopt EU legal acts (regulation, 
directive or decision) at the Commission’s proposal. 
The outcome is closer communication between the 
co-legislative institutions – the European Parliament 
and the Council – and the Commission. In addition, 
ordinary procedure encompasses a vote with a qual-
ified majority in the Council. Ordinary proceedings 
can mean one, two or three readings and conciliation 
procedure. The procedure for amendments to the direc-
tive was restricted to one reading.

The terms “political trilogue” and “technical 
trilogue” are not regulated by the EU’s basic treaties. 
To some extent, trilogue is set forth in the European 
Parliament house rules (inter-institutional negotia-
tions in legislative procedure). The purpose of tech-
nical meetings is to simplify the work for political 
trilogues; and if an agreement is reached at the tech-
nical meetings, it must be approved at the political 
trilogue. Ordinarily, the main negotiator for the Pres-
idency at the trilogue is the head of mission to the 
COREPER (Permanent Representatives Committee) 
responsible for the relevant field, the person who was in 
this weighty role for Estonia was Ministry of Finance 
adviser Sören Meius, while technical trilogues were 

led by the Ministry of Finance lawyer Ülle Eelmaa. 
The negotiating team also included Taivo Põrk from 
the Ministry of Finance, Madis Reimand and Markko 
Kard of the Financial Intelligence Unit, and Andres 
Palumaa of the Financial Supervision Authority. Tech-
nical and legal support was provided by the General 
Secretariat of the Council of the European Union and 
its Legal Service.

The European Parliament’s negotiating team was 
led by rapporteurs J. Sargentini and K. Karinš and the 
president was the chairman of the European Parlia-
ment Committee on Economic and Monetary Affairs 
(ECON), R. Gualtieri. The European Parliament team 
also included shadow rapporteurs. The Commission 
was represented by the director general of the Direc-
torate-General for Justice and Consumers (DG-JUST), 
A. Jour-Schröder, and other DG JUST representatives 
and their legal service. There was more staff involved 
from the European Parliament, Council and Commis-
sion. For this reason, additional officials thus took part 
in the technical trilogies.

During negotiations the Commission has mainly 
the role of an intermediary and can no longer change 
the text of the initiative. In the case of the amendments 
to the Directive, the Commission considered that the 
position of the European Parliament was more in line 
with their original ideas and goals. A more compli-
cated task was striking a last-minute compromise: to 
discuss the proposals for alternative wordings with 
member states and get a mandate from them for clos-
ing the talks. This had to be done over the telephone 
and during the night-time, while the European Parlia-
ment and Commission waited to see what outcome the 
Estonian Presidency would return to the negotiating 
table with.

To sum up, the successful closure of the amend-
ments to the directive was one of the success stories of 
the Estonian Presidency of the Council of the EU, and 
it is hard to overestimate its impact and significance.
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2�3� LESSONS LEARNT FROM LARGE-SCALE MONEY LAUNDERING SCHEMES

In 2007, several large-scale international money 
laundering schemes that passed through the Estonian 
financial system in 2011-2015 came to public light in 
Estonia.

The largest one in terms of volume was a scheme 
that was perpetrated from Russia through Moldovan 
court bailiffs, called the Russian Laundromat and span-
ning the period from 2011 to spring 2014. In the first 
phase of the money laundering scheme, shell companies 
entered into a fictitious loan or supply contract they 
never intended to perform. One of the parties to the 
contract was a Russian company and the guarantor was 
an individual resident in Moldova. Due to the latter 
circumstance, a Moldovan court was involved in vali-
dating the false indebtedness under the contract. The 
Moldovan court ruled that, due to the failure to perform 
the contract, the Russian shell company had incurred 
a debt and the Russian company did not challenge 
the ruling. This gave a seemingly legitimate reason for 
funds to be transferred. The decision was often made in 
absentia as the debtor did not appear in court. The debt 

claim was then sold to an offshore company and was 
sent to the Moldovan bailiff for enforcement. Money 
to settle the debt flowed in from various sources to the 
account controlled by the Moldovan bailiff and the 
bailiff directed the funds to the accounts of non-res-
ident companies in Latvian banks. The funds were 
sent, both directly and via Latvian accounts, to many 
countries. About 2 billion USD transited through 
the Estonian financial system, destined for dozens of 
countries and thousands of companies and individuals 
around the world. The international media has reported 
that the scheme involved up to 20 billion USD, but the 
Russian central bank has put the volume at 46 billion 
USD; some say the volume is even greater. Although 
a number of criminal cases were opened in Moldova 
and Russia, it is quite complicated if not impossible 
to establish how specific funds are linked to specific 
crimes. Although documents were forged for execut-
ing transfers and sending money out of Russia, unlaw-
ful court decisions were handed down, and invoices, 
contracts and waybills forged to give the appearance of 
actual transactions, it is practically impossible to link 
the funds with a specific predicate offence – notwith-
standing suspicions regarding the actual nature and 
uncontrolled origin of the assets.

The second Moldovan money laundering scheme 
culminated in November 2014, when over three days, 
around 1 billion USD was taken out of three banks in 
that country (Banca de Economii, Unibank and Banca 
Socială). Starting in 2012, the ownership structure of 
the three Moldovan banks changed significantly and a 
number of separate but in fact related persons became 
minority shareholders. Later analysis shows that that 
these shareholders and the banks acted in concert. These 
Moldovan banks grew the loan portfolios of compa-
nies involved in the shceme markedly starting in the 

Russian-Moldovan Laundromat
On the basis of fictitious documents, Moldovan courts 
made decisions recognizing debts, which were the 
basis of the transfer of large sums of money from 
Russia to Moldova and then mainly to Latvia, but also 
to other countries.
Time: 2011 to spring 2014
Volume: 20–46 billion US dollars
At least 1.6 billion USD passed through the Esto-
nian financial system directly from Moldova and 380 
million USD via Latvia.
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latter half of 2012. The loans received were largely 
transferred to accounts opened at Latvian banks and 
they came back full circle to Moldova to service the 
loans and provide a pretext for issuing new loans. The 
cycling of the loan capital ended in November 2014, 
when immediately before the Moldovan parliamentary 
elections, nearly all of the liquid assets were removed 
from the banks in question. On 26 November 2014, the 
three Moldovan banks went bankrupt. To cover tracks, 
documents were destroyed and digital information was 
deleted at the banks. The disappearance of the money 
was followed in Moldova by a prolonged period of street 
protests, a government bailout with millions of euros 
channelled into the rescue, rapid inflation, a change 
of government and other economic and socio-political 
impacts.

The so-called Azerbaijani Laundromat scheme 

Moldova II Laundromat
Three Moldovan banks were defrauded for close to a 
billion USD using loan agreements with no real collat-
eral.
Time: November 2014
Volume: close to one billion US dollars
Several million USD passed through accounts in 
Estonia directly from Moldova and at least 70 million 
dollars via Latvia.

Azerbaijani Laundromat
Using misrepresented transactions and fictitious 
documents, funds were transferred to Estonia, where 
the money was layered into different non-resident 
corporate accounts and scattered around the world.
Time: 2012 to autumn 2015
Volume: at least 3.9 billion US dollars solely through 
the Estonian financial system

had a more direct impact on the Estonian financial 
system, as it was more straightforward and less intri-
cate than the Moldova Laundromats. Funds from 
certain Azerbaijan companies and government insti-
tutions with Azerbaijani banks flowed into non-resi-
dent companies’ accounts held in Estonian banks. In 
the years 2012–2015, more than 3.9 billion USD of 
funds of questionable origin flowed from Azerbaijan. 
The full scheme was probably even bigger, as some of 
the non-resident companies with Estonian accounts 
held accounts in other member states in the EU. The 
funds received on accounts in Estonia were transferred 
to dozens of countries and thousands of companies and 
individuals. The money was used to buy luxury goods 
and to pay for studies, travel and healthcare for different 
persons, and to cover expenses of state-related lobby-
ing organisations in various countries. In spite of the 
fact that the Financial Intelligence Unit established the 
cash flow back in spring 2013 and started exchanging 
information with several countries to determine the 
actual origin and further use of the funds, the scheme 
remained in place for a long time due to lack of inter-
est and cooperation from certain partners of critical 
importance, as there was no possibility of establishing 
how the funds were linked to earlier crimes. It should 
be noted that although there was no confirmation that 
specific funds in this scheme originated from specific 
predicate offences, there are indications that crimes may 
have been committed at the other end of the transferred 
funds – transfers were made to several Parliamentary 
Assembly of the Council of Europe (PACE) members 
and leading officials of international organisations or 
related persons, as well as to athletes, journalists, Azer-
baijani business and political circles and many others.

Russia has established restrictions on the free move-
ment of funds outside its financial system. For this 
reason, Russian entrepreneurs have looked for alter-
native solutions to send money to Europe. Besides the 
“mirror” trades, covered in the media that resulted in 
major fines levied against Deutsche Bank, a simpler 
scheme was also used. Namely, Russian stocks and 
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bonds were transferred to non-residents’ accounts in 
Estonian banks. They were liquidated through the 
Estonian financial system and the proceeds were trans-
ferred to non-residents with local accounts. From 2012, 
more than 7.3 billion euros in securities from Russia 
were realised through the Estonian financial system. 
The proceeds were transferred to dozens of jurisdic-
tions and thousands of companies for various goods and 
services. The fate of the goods purchased (if they were 
actually purchased at all) is unclear, as is information 
on the means used to acquire the securities that were 
initially transferred to Estonia.

Solely through the schemes described above, more 
than 13 billion USD of funds of questionable origin 
was funnelled through the Estonian financial system 
in 2011–2016. Nearly without exception, this cash 
flow passed through the Estonian financial system 
via accounts held by non-residents. UK companies 
accounted for a noteworthy share of these, but there 
were also companies from Cyprus, Panama, the Brit-
ish Virgin Islands, and other countries. Even a few 
Russian-registered companies participated in the 
securities transactions. To a great extent, these were 
transit transfers, where money received was immedi-
ately re-transferred. While in many cases the funds 
were immediately transferred out of Estonia, the more 
common practice was to make two or more transfers 
between non-resident accounts held in the same bank. 
Although documentation relating to the transactions 
was also gathered randomly, it often contains errors and 
disparities with the activities declared at the opening of 
the account and other details confirm that the checks of 
documents were more of a formality. The banks’ suspi-
cions were not aroused, even though the funds were 
transferred onward, the transactions were large, and 
the source was a few specific banks in countries that do 
little trade with Estonia.

Besides the major schemes detailed above, there 
were dozens of cases where money of questionable and 
uncontrolled origin passed through the Estonian finan-

cial system. These funds could have originated in tax 
fraud, the use of fictitious documents by management 
to remove funds from dozens of Russian banks due to 
the impending loss of bank licenses, embezzling of 
funds from infrastructure, utilities and other develop-
ment projects both big and small, corruption, and many 
other crimes. In a situation where cooperation with the 
primary country of origin of the funds is complicated 
and time-consuming and it is not possible to confirm 
whether the origin of the funds is lawful or criminal, 
the Financial Intelligence Unit is severely hampered in 
its possibilities to control and halt the flows of funds of 
suspicious origin.

In recent years, over 400 banks have been stripped 
of their licences in Russia and criminal proceedings 
have been opened against the former bank manage-
ment on accusations of embezzling and other counts. 
This trend continued in 2017 and there is no sign of 
change in 2018 – this in turn means that the executives 
of banks in difficulty continue to withdraw funds en 
masse using fictitious transactions. Thus, there is still 
the possibility that the Estonian financial sector will be 
used to attempt to legitimise funds from such crimes.

POSSIBILITIES OF PREVENTING 
LARGE-SCALE MONEY LAUNDERING 
SCHEMES PERPETRATED IN ESTONIA

The three basic levels of the system needed to 
combat large-scale international money laundering 
schemes are:
1. market participants block suspicious transactions 

and assets of suspicious origin;
2. strong supervision and
3. risk for money launderers to be deprived of their 

assets.
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PREVENTIVE ACTIVITIES 
UNDERTAKEN BY MARKET 
PARTICIPANTS

Internationally, the main emphasis in money laun-
dering prevention system lies on preventive measures 
undertaken by the market participants: know-your-cus-
tomer policies, due diligence, ascertaining the origin of 
customers’ assets, gathering information on customers’ 
economic activity, etc. All this takes place to deter-
mine suspicious transactions and block the movement 
of criminal funds in the financial system. In case of 
suspicion of money laundering or if a customer does not 
submit sufficient data for due diligence to be performed 
or a sufficient understanding of the customer’s activ-
ity to be gained, the financial institution is obliged to 
deny a transaction and refuse to establish a business 
relationship. There is no requirement for establishing 
information on the predicate offence or criminal link 
of the asset.

Put simply, a financial institution is entitled to block 
suspicious transactions and customers if it does not 
understand the origin of the customer’s assets or the 
actual content of the transactions in terms of economic 
logic. In regard to the banking sector, which has been 
at the heart of the scandals discussed here, the general 
level of application of due diligence and awareness 
when it comes to managing money laundering risks 
has generally improved somewhat in recent years. 
This has been aided by the combined effect of several 
factors. A role has been played by the Financial Super-
vision Authority’s supervision and prevention activities, 
changes to regulations, training and information events 
held by the Financial Intelligence Unit for the financial 
sector in regard to identifying suspicious transactions, 
international trends, enforcement measures applied 
by supervisory authorities of foreign countries against 
banks of other countries, as well as decisions made by 
the headquarters of bank groups regarding risk appetite 
and approaches to combating money laundering. An 
improvement in the situation is also demonstrated by 

the exponential decrease in transit flows that have come 
under Financial Intelligence Unit’s scrutiny.

STRONG SUPERVISION

Unfortunately, it should always be borne in mind 
that some market participants will sacrifice other values 
in the interest of gains and are willing to flout or wink at 
rules in a manner that actually does nothing to combat 
money laundering. The need to keep such market 
participants honest requires a well-manned, flexible 
and rapid-responding supervision activity armed with 
strong enforcement measures and sufficient resources 
The enforcement measures at the disposal of supervision 
bodies must have two different kinds of effect. First 
of all, the measures should deter potential violators 
and also, if a violation is established, they should force 
the violators to immediately change their unlawful 
behaviour. The reaction of the Financial Supervision 
Authority to problems reflected in these schemes has 
been effective in eliminating specific risk areas as well 
as cutting the general risk of the financial sector.

The somewhat stiffer punishments mandated in the 
new legislation for violation of money laundering provi-
sions – discussed above – were a step in the right direc-
tion. Hopefully, amendments to penal law will succeed 
in raising them to the appropriate level, as required by 
the Anti-Money laundering Directive. Still, it should 
be taking consideration that the supervisory activity 
of the Financial Supervision Authority is focused on 
systemic problems and deficits; it does not deal with 
individual transactions or cases. The intervention of 
financial supervision helps bring order to the system 
and make preventive action more effective, but does 
not deal directly with assets or individuals suspected 
of money laundering.

The duration of financial supervision and the 
application of influence measures is more a matter of 
months than hours, days and weeks. In the space of 
a few months, provided a suitable channel exists, it is 
possible to move a very large amount of dirty money.
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RISK OF FORFEITURE

To motivate international money launderers to avoid 
the Estonian financial system, they must be at real risk 
of forfeiting their laundered gains. Compared to several 
years ago, it is much harder to find ways moving money 
of suspicious origin through the Estonian banking 
system. However, it does happen and the risk of forfei-
ture is still very low.

In Estonian criminal procedure, in order to establish 
the elements of money laundering, it is also necessary 
to prove that assets are of illegal origin. In accordance 
with the Supreme Court’s interpretation, proof of 
the criminal origin of funds requires a specific set of 
elements of a crime to be established.

In the case of large-scale and complicated interna-
tional incidents, where the funds can originate from 
more than one source, it is nearly impossible in prac-
tice to link moving funds to a specific criminal activity. 
It is obvious that the billions that flowed through the 
Moldovan-Russian Laundromat were not from one 
single source. Funds from different sources are often 
“layered” using complicated financial schemes, making 
it impossible to link it in practice with a specific crime 
– even if an predicate offence could be established for 
some part of the assets entering the money laundering 
scheme. Establishing a predicate offence is all the more 
difficult for suspicious cash flow originating from the 
east, where cooperation to establish the actual origin of 
the funds is unfruitful.

A real risk of forfeiture can be created by reversing 
the burden of proof with regard to suspected money 
laundering: if the state indicates a justified suspicion of 
money laundering, the owner of the assets must prove 
that the assets are of legal origin, and is the person 
is unable to do so then the assets are confiscated by 
the state. Such measures would create a real danger 
of criminals forfeiting their criminal assets. It would 
impel them to choose different channels for moving 
their criminal gains and to avoid the Estonian finan-
cial system. By doing so, the state would also help the 

financial sector to fulfil its anti-money laundering 
function. In Estonian anti-money laundering system, 
when it comes to international transit, there is a lack of 
balance between preventive activities in the financial 
sector and the application of enforcement measures by 
the state with regard to the assets of money launderers 
and criminal assets.

A reverse burden of proof and administrative confis-
cation should be applied only in cases where there is 
probable cause to suspect the assets are related to a 
crime, including money laundering. Before revers-
ing the burden of proof, the state should demonstrate 
probable cause to suspect money laundering exists. The 
purpose of the proposal is not to subject all owners of 
assets to the obligation of proving the legal origin of 
their assets or to abandon one of the pillars of civil law 
– the presumption of the legitimacy of possession and 
the right of ownership. On the contrary, it is to impede 
the use of the Estonian economic space for money laun-
dering, and to impose the obligation of proving that 
legality of the origin of assets only on a narrow circle 
of individuals and persons whose assets are suspected 
of being involved in money laundering, which may arise 
due to the submission of false information regarding 
the origin, owners, beneficial ownership, and transac-
tions executed using the assets or concealment of such 
information. Certainly these proceedings should be 
subjected to judicial supervision both in deciding to 
reverse the burden of proof as well as applying later 
administrative confiscation.

The risk of money laundering for the Estonian finan-
cial system and economic and business environment 
outweighs the restrictions that come from imposing 
the proposed measures on a narrow range of persons. 
We have introduced the problem and the proposals to 
the relevant agencies, and we hope there will be seri-
ous discussion for finding a solution in a manner that 
ensures that effectiveness is in balance with proportion-
ality and constitutionality when it comes to adminis-
trative confiscation.

If the burden of proof for transactions suspected 
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of money laundering is changed so that the burden of 
proof is reversed in situations where several unclear 
circumstances and documents bearing signs of counter-
feiting are present, and law-enforcement bodies do not 
necessarily have to prove which specific crime the crim-
inal gains are from, this will substantially improve the 

possibilities of obstructing money laundering schemes 
in progress. The result would be a dramatic decrease in 
the likelihood that money laundering schemes pass-
ing through Estonia would again reach the level of 
hundereds of millions or billions of euros in the fore-
seeable future.
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3� OVERVIEW OF ACHIEVEMENTS IN THE 
ACTIVITY OF THE FINANCIAL INTELLIGENCE 

UNIT IN 2017
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Note: Figures also include reports where the basis for sending 
the report is unspecified.

FIGURE 1. Reports received by the Financial 
Intelligence Unit in the period 2015–2017

FIGURE 2. Dissemination of reports by their 
nature in the period 2015-2017
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3�1� OVERVIEW OF REPORTS RECEIVED BY THE FIU AND THEIR ANALYSIS

In 2017, the Financial Intelligence Unit (FIU) 
received 5418 reports (Figure 1), which is on the same 

level as the number of reports in 2016. The number of 
reports sent to the Financial Intelligence Unit has seen 
a marked decrease in recent years. Compared to 2014, 
the unit received fewer notices in 2016 and 2017.
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 2015 2016 2017

 Reports Percentage Reports Percentage Reports Percentage 

Financial institutions 5347 65,2 2314 41,9 1866 34,4

Credit institutions, 1693 20,6 2071 37,5 2313 42,7
Other undertakings in 

private law 423 5,2 382 6,9 386 7,1

Non-profits and foundations     2 0,0
Professionals 193 2,4 182 3,3 206 3,8

Government institutions 200 2,4 172 3,1 271 5,0
Foreign institutions 319 3,9 397 7,2 368 6,8

Other 29 0,4 7 0,1 6 0,1
Total 8204 100 5525 100 5418 100

TABLE 1. Distri bution of the reports sent to the Financial 
Intelligence Unit on the basis of the notifiers in the period 2015–2017

Two-thirds of the suspicious transaction reports 
involved suspicion of money laundering, and 18% 
involved suspected terrorist financing. The basis was left 
unspecified in the case of the rest of the reports (Figure 
2). Compared to 2015, the share of suspicious trans-
action reports involving money laundering increased 
(about 55% in 2015) and the share of reports with the 
suspicion of terrorist financing decreased (2015 – 36%). 
Most of the reports where the suspicion was unspeci-
fied came from Estonian government offices and anti-
money laundering institutions in foreign countries.

As in previous years, the FIU received the great-
est number of reports from financial institutions and 
credit institutions (Table 1). In the context of the 
general decrease in the number of reports, the number 
and percentage of reports sent by credit institutions and 
other government institutions has grown since 2015, 
and the number and percentage of reports sent by finan-
cial institutions has decreased.

The number of reports in 2017 was on a level compa-
rable to that of 2016. The decrease in the number of 
reports in recent years is occasioned by the shifting of 
the focus, in cooperation with financial institutions, to 
more precise and substantive fulfilment of notification 
obligation instead of the quantity of reports. Alongside 
suspicious transaction reports, there has been a decrease 
in the number of amount-based reports, which shows 
the reduced number of cash transactions in financial 
institutions.

In the case of money laundering suspicion reports, 
credit and financial institutions dominated as senders 
in 2017 (Table 2). Most reports regarding suspicion of 
terrorist financing were received from financial insti-
tutions in connection with transactions with countries 
with higher risk of terrorist financing or persons from 
such countries. Most of the cash transaction reports, 
too, came from financial institutions. There have been 
no noteworthy changes in these trends in recent years.
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Suspicion 
unspecified

Money laun-
dering 

Suspicion 
of terrorist 
financing

Cash trans-
actions Total

Credit institutions 8 2252 17 36 2313
Financial institutions 23 351 417 1075 1866

Organisers of gambling 3 1 34 282 320
Real estate agents 0 0 0 2 2

Traders 0 2 0 39 41
Other undertakings in private 

law
16 1 0 6 23

Non-profits and foundations 2 0 0 0 2
Professionals      

…auditors 0 1 0 13 14
…accounting service providers 1 1 0 4 6

…notaries 3 24 3 138 168
…advocates 11 3 0 1 15

…court bailiffs 0 0 0 1 1
…trustees in bankruptcy 1 0 0 0 1

… providers of other legal 
service

1 0 0 0 1

Government institutions 250 7 0 14 271
Foreign institutions 349 19 0 0 368

Other 5 1 0 0 6
Total 673 2663 471 1611 5418

TABLE 2. Distribution of reports received on basis of the 
nature of reports and sender in 2017
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Note:
1.3.6 a credit or financial institution ends a customer relation-

ship due to suspicion of money laundering or failure to 
submit documents or relevant information necessary for 
compliance with diligence measures

3.2.13 there are other characteristics not mentioned in the 
guidelines, of an unusual transaction on the account, 
which may indicate illegal activity.

1.3.5 a credit or financial institution refuses to establish a 
customer relationship due to suspicion of money 
laundering or failure to submit or insufficient submission 
of documents or relevant information necessary for 
compliance with diligence measures.

6.8 a person executes transfers to other persons in different 
countries that do not conform to the customer’s ordinary 
activities.

3.2 unusual transaction on the person’s account.

FIGURE 3. The main reasons for reporting 
suspicion of money laundering in 2017
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In 2017, the most common reason for reporting 
money laundering suspicions was the termination of a 
customer relationship due to suspicion of money laun-
dering or failure to submit documents or relevant infor-
mation necessary for compliance with due diligence 
measures (Figure 3). This characterises the banks’ activ-
ity in organising the customer base and applying stron-
ger diligence measures in regard to high-risk customers. 
The most common indicator in 2015, 6.8 (person makes 
transfers to other persons in different countries that do 
not conform to the ordinary activities of the customer), 
was the fourth most frequent reason in 2017.

In the case of transactions suspected of money laun-
dering, the most frequent reasons for reports in 2017, 
as in years past, were transfers to countries with higher 
risk of terrorist financing or transactions with persons 
from such countries without opening an account.
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FIGURE 4. Restrictions imposed by the 
Financial Intelligence Unit on disposal of 
accounts, 2015–2017 

3�1�1� RESTRICTIONS ON DISPOSAL OF ASSETS

The Financial Intelligence Unit has the right to halt 
a transaction or restrict disposal of assets in case of 
suspicion of money laundering or terrorist financing; 
In 2017, the FIU restricted use of account for 30 days 
on 53 occasions and for 60 days on 33 occasions (Figure 
4). The total 

3�2� OVERVIEW OF MATERIALS FORWARDED BY THE FINANCIAL  
INTELLIGENCE UNIT

If the FIU decides on the basis of its analysis that 
an incident may involve money laundering or terror-
ist financing or related crimes, it forwards materials to 
other law enforcement bodies. In 2017, the Financial 
Intelligence Unit sent materials to other law enforce-
ment bodies on 242 occasions, of which 70% were 
answers to queries and information sent for infor-
mational purposes (Table 3). Materials were sent on 
14 occasions for deciding whether to open a crim-
inal case. As of 31 December 2017, an investigative 
body launched proceedings in 13 of the instances (for 
money laundering in eight instances and on the basis 

of other offences in five of the cases), including three 
criminal case proceedings launched in the case of one 
crime report. In the case of material sent by the FIU to 
decide on the opening of two criminal cases, informa-
tion was annexed to the existing criminal case and in 
one case, the investigative body decided not to open a 
criminal case. Material was forwarded in 59 instances 
for annexing the report to an existing criminal case. In 
the case of three criminal procedures opened based on 
elements of money laundering, the supposed predicate 
offence was computer fraud, in four of the instances, it 
was fraud and in one instance, tax crime.
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2015 2016 2017
For deciding whether to open a criminal case 14 12 14
… criminal proceedings opened as of 31 Dec 12 10 13

… of which the following were money laundering proceedings 9 4 8
for annexing the report to an existing criminal case 45 51 59

Responses to queries, sent queries, information 146 118 169
Materials sent for investigation 205 181 242

TABLE 3. Materials forwarded by the Financial Intelligence Unit to law enforcement bodies in 
the period 2015–2017
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FIGURE 5. Number of money laundering 
crimes registered in Estonia and number of 
money laundering proceedings launched on 
the basis of materials sent by the Financial 
Intelligence Unit to investigative bodies in the 
years 2015–2017

Note: information on the number of registered money laundering 
crimes obtained from the Ministry of Justice. 
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FIGURE 6. Distribution of reports received by 
the Financial Intelligence Unit used in sent 
materials, on the basis of the notifier group in 
2017

In 2017, 41 proceedings were opened in Estonia on 
money laundering elements, a fifth of them – 8 – on the 
basis of material sent by the FIU (Figure 5).

Stemming from legislation, reports received by 
the FIU are themselves not forwarded to investiga-
tive bodies, nor is the name of the person disclosed. 
However, records are kept at the FIU on the reports 
that serve as the basis for materials forwarded. Similarly 
to the two previous years, the lion’ s share of the mate-
rials were based on information received from financial 
institutions, credit institutions and government insti-
tutions (Figure 6).
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Figure 7. Distribution of reports used in 
materials forwarded by the Financial 
Intelligence Unit in 2017, according to basis
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FIGURE 8. Leading notification indicators in 
the case of suspected money laundering 
reports used as a basis for forwarding materi-
als in 2017

Note:
3.2.13 existence of other characteristics not mentioned in the 

guidelines pointing to an unusual transaction on the 
account, which may indicate illegal activity.

3.2 unusual transaction on the person’s account.
3.2.2 a single unusually large foreign payment that does not 

conform to normal turnover and/or is insufficiently 
justified.

Slightly less than 2/3 of the materials forwarded 
were based on information arising from the cash trans-
action reporting obligation, which points clearly to the 
fact that the relevant legislative provision that came into 
force in 2008 is important from the standpoint of anti-
money laundering efforts (Figure 7).

Similarly to 2015, the most common money laun-
dering suspicion-based indicator in the reports that 
served as the basis for materials forwarded was trans-
actions that were not in conformity with the person’s 
ordinary activity (Figure 8).

3�3� DOMESTIC AND INTERNATIONAL COOPERATION

In 2017, as in years past, FIU officials provided 
methodological support and organised various training 
events for obligated persons and market participants. 
Altogether, FIU officials carried out 14 anti-money 
laundering training events in 2017, with slightly under 
600 people participating in them (table 4). Employees 

of banks, company service providers and other finan-
cial sector companies, traders, notaries, lawyers in the 
field of banking law and accountants were trained. In 
addition, FIU officials took part in various conferences 
and delivered presentations at seminars, workshops, 
training events and other events.
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2015 2016 2017
Number of 

training events
17 13 14

Number of 
participants

719 316 588

TABLE 4. Training events organised by the 
Financial Intelligence Unit in 2015–2017

The FIU’s partners included obligated persons and 
law enforcement and supervision authorities. A good 
partner in the banking sector is the Estonian Banking 
Association, with which we organise cooperation with 
banks. At regular meetings of the Banking Association 
anti-money laundering task force, we discuss current 
questions and new trends. It is important to maintain 
exchange of information and engage in cooperation 
with major notifiers and the umbrella organisations and 
associations of a number of other obligated persons. 
The new Money Laundering and Terrorist Financing 
Prevention Act that entered into force last year meant 
many issues that required explaining and resolving, 
as a result of which the exchange of information and 
outreach to obligated persons was one of the most active 
in recent years.

Our partners in fulfilling supervisory functions are 
the Estonian Bar Association, the Chamber of Notaries 
and the Financial Supervision Authority. Cooperation 
with the Financial Supervision Authority is particularly 
important when it comes to combating money launder-
ing, considering the importance of the financial sector 
in the anti-money laundering system. For this reason, 
exchange of information with the Financial Supervi-
sion Authority is particularly close. The impact of the 
Financial Supervision Authority’s supervisory activ-
ities on market participants’ activities in the field of 
combating money laundering has pushed the market 
situation in the right direction in the last few years. 

Good partners in the field of combating money laun-
dering and terrorist financing and shaping an effective 
legal environment for implementing financial sanctions 
are the Ministry of Finance, the Ministry of the Inte-
rior and the Ministry of Foreign Affairs. Through the 
Ministry of Finance’s government committee on money 
laundering prevention, we have had direct experience 
in shaping national policy and legislative drafting in 
prevention of money laundering and terrorist financing.

The FIU’s cooperation with investigative bodies 
continues to be close and we devote continued coverage 
in our annual report to solutions in criminal proceed-
ings that are made possible by the cooperation. For the 
most part, the FIU is able to gather financial infor-
mation through financial intelligence units in other 
countries and, in this way, help to more rapidly identify 
movements of money in foreign countries and those 
committing crimes. Tax fraud perpetrators use many 
companies and bank accounts opened in foreign coun-
tries to cover their tracks. In this field, rapid exchange 
of information makes it possible to more effectively 
establish subsequent movements of funds and connec-
tions between criminals. As a good example of rapid 
cooperation that yielded real results, we provide an 
overview in the Money laundering Schemes chapter 
of cooperation between the Tax and Customs Board, 
the FIU and the police unit conducting proceedings in 
a criminal case that led to the confiscation of a large 
quantity of cash by the Tax and Customs Board. We 
provide information to investigative bodies on the 
prevention, identification and pre-trial investigation of 
crimes. An overview of the crime reports, answered 
queries and other information sent to investigative 
bodies can be found in table 3.

International cooperation is one of the pillars of 
the FIU’s activities, as money laundering is often a 
cross-border offence where illegal gains from a crime 
committed in one country are transferred quickly 
through a chain of intermediaries in different coun-
tries to conceal the trail. The FIU regularly takes part 
at the international meetings at the Egmont Group, 
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the Council of Europe Committee of Experts on 
the Evaluation of Anti Money laundering Measures 
MONEYVAL) and the EU FIU Platform (European 
Union Financial Intelligence Units Platform).

In 2017, the FIU received 321 queries from a total 
of more than 40 countries. During the same period, 
the FIU itself sent 167 queries to 42 foreign countries 
(Figure 9). The large number of queries receives shows 
the cross-border nature of money laundering crimes 
and the fact that the FIU is contributing to anti-money 
laundering efforts not only domestically but also on an 
international scale. The average time for responding to 
international queries in 2017 was 14 days.

The most foreign inquiries came from Latvia (53), 

Russia, (31), Lithuania (30), Ukraine (28) and Finland 
(26) and the most foreign inquiries were sent from 
Estonia to Latvia (26) and Russia (18).

The 2016 annual report of the Finnish police 
mentions among other things that the number of 
economic crimes is rising and that aggravated tax fraud 
and money laundering have seen the most growth. 
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FIGURE 9. Number of foreign inquiries 
received by and sent by the Financial 
Intelligence Unit in the years 2015–2017

Considering how closely connected the Estonian and 
Finnish economies are and that the FIU continues to 
receive a large number of queries from Finnish partner 
institutions, there is reason to believe that in the years 
ahead, cooperation in the field of money laundering 
will remain close between Estonian and Finnish law 
enforcement bodies.

The state’s money laundering and terrorist financing 
risk assessment was published in Latvia on 27 April The 
conclusions drawn in it support the FIU’s analyses and 
corroborate the information published by the media on 
major money laundering schemes in that the cash flow 
from Latvia to Estonia – but not the opposite direction 
– involves greater money laundering risks and that in 
recent years the volumes and risks of suspicious cash 
flow from Latvia have decreased as well.

The cooperation between the FIU and Ukrainian 
partners has been close in recent years not only because 
the countries have close economic ties and many Ukrai-
nians are looking to found companies in Estonia, but 
because the FIU and Ukrainian counterparts have close 
exchange of information regarding assets embezzled 
by the previous regime in Ukraine, part of which were 
transferred through accounts at Estonian credit insti-
tutions. Cooperation with partner organisations in 
Ukraine and many other countries are unprecedented 
in volume and results. Ukraine managed to block 1.5 
billion USD that was linked to crimes committed by 
the former Ukrainian elite and recoup part of it for the 
state.

Estonia has also engaged in cooperation with 
Ukrainian partner institutions in relation to a number 
of Ukrainian state enterprises that have large transfers 
of funds to companies with accounts in Estonia, on 
unclear economic grounds.

In February 2017, the Russian central bank released 
methodological guidelines emphasising that the funds 
of uncontrolled origin involving a high risk of money 
laundering is being removed from Russia on the basis 
of various court decisions, and partially through use of 
the enforcement procedure system. A similar scheme 
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was also described in its 2016 activity report by Rosfin-
monitoring. In 2017 as well, the FIU noted several such 
transactions from the accounts of Russian court bailiffs.

The recent annual reports of both the FIU and its 
Moldovan partner organisation indicate close cooper-
ation between the institutions. Considering the inter-
national money laundering schemes described earlier 
in this annual report, as a result of which cash flow 
also reached Estonia from Moldovan credit institu-
tions either directly or indirectly, it is not surprising 
that cooperation between the two countries has been 
close and fruitful.

In cases where
• only transit streams pass through the Estonia finan-

cial system – i.e. the account holder is a non-resident 
and the persons related to the account are likewise 
non-residents of Estonia,

• the funds originating from a potential crime origi-
nate from a foreign country and

• the funds leave Estonia after being “circulated” on 

accounts based in Estonia and
• used to purchase assets in yet another foreign coun-

try,
it is significantly harder to carry out criminal 

proceedings on Estonia – often impossible. In such 
cases, it is more expedient to engage in international 
cooperation with partner organisations abroad.

This is not always simple or productive however, 
as in some cases, the country where the antecedent 
crimes were committed or the destination state where 
the ill-gotten gains are invested or consumed lack inter-
est or resources to conduct proceedings. At the same 
time, there are also positive examples where certain 
parties have an interest in detecting crimes commit-
ted, establishing the perpetrators and preventing the 
criminal gains from being placed into the legal econ-
omy. The more active role of investigative journalism 
in recent years should be credited: it has helped draw 
public attention to large-scale economic, official and 
other crimes and kept such crimes on the radar for law 
enforcement.

3�4� SUPERVISION

The FIU is entrusted by law with the function of 
performing state supervision over certain market partic-
ipants. These functions are imposed on the FIU by the 
Money Laundering and Terrorist Financing Prevention 
Act and the International Sanctions Act. The keyword 
for 2017 in the field of supervision is the entry into force 
of the new Money Laundering and Terrorist Financ-
ing Prevention Act based on the Fourth Anti-Money 
laundering Directive. Below, we provide a brief over-
view of the most important changes from the aspect of 
supervision.

The new Money Laundering and Terrorist Financ-
ing Prevention Act sets forth an even greater responsi-
bility for obligated persons to combat money laundering 
and terrorist financing using a risk-based approach. 

That means that a company must know the money 
laundering and terrorist financing that may be present 
in its field and among its customers and hedge them 
using effective measures. Furthermore, in addition to 
being aware of the risks, they must be documented in 
writing in the company’s risk assessment and the docu-
ment must be updated when necessary.

The range of obligated persons has changed. 
Compared to the old wording of the act, traders have a 
lower threshold for coming into the remit of the legis-
lation: According to the previous rules, a trader had to 
accept at least 15,000 euros in cash as a transaction for a 
good or service, but now the threshold has been reduced 
to 10,000 euros and applies also to payments as well as 
receipts of over 10,000 euros in cash. The FIU believes 
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that this change could lead to a decline in the popular-
ity of cash in everyday economic transactions between 
traders that exceed the set limit (over 10,000 euros) 
as the requirements of the legislation are applicable to 
both parties in the transaction and both parties must 
exercise due diligence with regard to the each other. 
The limit has also been lowered for non-profit associ-
ations, and now non-profit associations are considered 
obligated persons under the Money Laundering and 
Terrorist Financing Prevention Act if they are paid or 
pay over 5,000 euros in cash.

The term “provider of services of alternative means 
of payment” no longer appears in the Money Launder-
ing and Terrorist Financing Prevention Act. It has been 
replaced by the concept of provider of virtual currency 
and includes providers of two services: providers of a 
service of exchanging a virtual currency against a fiat 
currency and providers of a virtual currency wallet 
service. One of the significant changes in the case of 
these two service providers is that they are no longer 
classified as financial institutions, and thus in some 
sense the regulations are less stringent.

The new Act expands the criteria for obligated 
person and adds new services, which means that the 
persons providing them are obligated persons for the 
purposes of the Money Laundering and Terrorist 
Financing Prevention Act. In addition to the provi-
sion of the abovementioned virtual currency services, 
obligated persons for the purpose of the new Act are 
cross-border cash transport service providers; the range 
of gambling organisers has been updated to include 
organisers of pari-mutuel betting, games of skill and 
lotteries.

Due to the amended legislation, traders who were 
paid more than 15,000 euros in cash were under greater 
scrutiny in supervision activities in 2017. As the thresh-
old for becoming an obligated person under the law 
was lowered to 10,000 euros, one of the goals of the 
supervision inspections was to notify the companies in 
the sector of the new requirements. Since a number of 
inspection procedures were already carried out in the 

sector in 2016, ex-post inspections were conducted on 
many obligated persons and the companies were given 
an assessment on the how well they had developed anti-
money laundering and terrorist financing procedures. 
In general, it can be said that the use of cash in the 
amounts referred to above is in decline and a number 
of traders have discontinued large cash transactions in 
connection with the more stringent Money Laundering 
and Terrorist Financing Prevention Act requirements 
implemented.

Besides traders, supervision activity has devoted 
more attention to accounting service providers. 
Although this sector does not see large financial 
settlements with clients, accounting service providers 
do inevitably learn information about clients’ trans-
actions, and thus they enjoy a good overview of the 
client’s activity and any activity indicative of potential 
money laundering and terrorist financing must also be 
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2017
Accounting service providers 16
Currency exchange services 10

Traders 6
Pawnbrokers 5

Trust and company service providers 4
Providers of alternative means of 

payment services
4

Providers of payment service* 3
Financial institutions 1

Persons who deal in precious metals 
and products

1

TOTAL 50

TABLE 5. Distribution of supervision inspections 
performed by the FIU in 2017 on the basis of the 
area of activity of the person inspected 

identifiable (the accounting service provider is required 
or notify the FIU thereof). As the rate of reports from 
the sector has been somewhat low, one goal of super-
vision is to increase awareness of prevention of money 
laundering and terrorist financing among the persons 
operating in the sector.

In 2017, the FIU’s supervision division organised 50 
supervision proceedings (figure 10). As a result of the 
inspections, misdemeanour proceedings were launched 
on six occasions.

The greatest number of supervision inspections was 
conducted among accounting service providers and 
currency exchange services (Table 5).

Note: supervision on the basis of the International Sanctions Act

3�5� ISSUE OF ACTIVITY LICENCES

Interest in applying for activity licences continued 
to be high in 2017 and the number of activity licences 
issued appears to be continuing as a trend at least into 
early 2018 (Figure 11). During 2017, the FIU issued 
103 new activity licences (there were a total 108 applica-
tions); by 31 December 2017 all applications for activity 
licences were resolved. During 2017, the FIU granted 

activity licences to 25 trust and company service provid-
ers, 22 financial institutions, 19 currency exchange 
service providers, 15 providers of alternative means of 
payment service, 11 buyers and wholesalers of precious 
stones and metals, 4 providers of a service of exchang-
ing a virtual currency against a fiat currency, 2 virtual 
currency wallet services and 5 pawnbrokers.
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FIGURE 11. Overview of applications of 
activity licences, 2015–2017
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Th e most important amendment to the new legisla-
tion in the fi eld of activity licences was the fact that the 
FIU can invalidate an activity licence if the company 
has not started activity within six months (as opposed 
to two years in the old legislation). Th is amendment 
helps to regulate the number of companies that actually 
provide service on the market, so the data in the Regis-
ter of Economic Activities – which shows the activity 
licences issued by the FIU – are as accurate as possible.

2017 saw situations come up where an activity 
licence issued by the FIU may have been used decep-
tively in order to increase the trustworthiness of a 
company for off ering fi nancial services in a diff erent 
jurisdiction. Th e FIU emphasises that activity licences 
issued on the basis of Section 70 of the Money Laun-
dering and Terrorist Financing Prevention Act grant 
the right to provide service in the Republic of Estonia, 
and to provide only the service for which the licence 
was sought.
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4� COURT DECISIONS ON MONEY 
LAUNDERING IN 2017

4�1� CRIMINAL COURT DECISIONS

In 2017, 12 money laundering court decisions came 
into force in Estonia; 31 persons were convicted and 
two were acquitted of money laundering.  An analy-
sis of court decisions on money laundering shows that 
unlike years past, where the main predicate offence was 

computer fraud, the money laundering cases that went 
to trial in 2017 were more various: besides computer 
fraud, the predicate offences included benefit fraud, 
investment fraud, tax crime, accepting a bribe and 
participation in a criminal group.

INVESTMENT FRAUD AND MONEY 
LAUNDERING

 In 2017, a Tartu Circuit Court decision came into 
force under which four persons (three individuals and 
one company) were convicted of investment fraud and 
money laundering. In brief, the scheme was the follow-
ing:

In 2013, persons identified only as NL, AS and 
persons not identified in the preliminary investigation 
offered the public, over Internet websites, a chance 
to invest in an investment fund called VladimirFX, 
entered into written agreements with prospective inves-
tors for managing funds paid in by them, and provi-
sion of services related thereto, sent out invoices for 
accepting the pay-ins, accepted the pay-ins and made 
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disbursements to the investors. The investors were 
promised 1-10% monthly returns and were told that the 
funds would be invested into the international currency 
market, Forex. In fact, NL, AS and the individuals who 
colluded to commit fraud with them had no intention 
of investing the funds or performing the agreements 
with the persons, but rather embezzling the money. In 
total, the criminals received about 1.54 million USD 
from the investors – i.e. about 1.16 million euros – and 
committed investment fraud. The money was received 
on the account of OÜ VT.

To conceal the criminal origin of the funds received 
through investment fraud and the actual owners of the 
funds, NL, AS and the unidentified persons carried out 
various operations with the funds:
• they issued fictitious invoices (signed by SS, who also 

provided their identity document, online banking 
username and password to their account and debit 
card to a person unidentified in the preliminary 
investigation, who shared them with AS and NL) 
to leave the impression of a contract that did not 
in fact exist. The funds gained from the investment 
fraud was used to “pay” for non-existent service using 
OÜ VT’s account;

• they bought 21 kg of investment gold and handed it 
over to a person who could not be identified in the 
preliminary investigation.
The court sentenced NL and AS to three years 

in prison, all but six months of it suspended. SS was 
sentenced to two and one-half years of real prison time. 
As for OÜ VT, the court fined the company 10,000 
euros.

BENEFIT FRAUD AND MONEY 
LAUNDERING

HK, who was a member of the foundation KS, 
submitted false data to Enterprise Estonia (EAS) in 

reports on the project “Renovation of K-port” regard-
ing work that had not been performed, only partially 
performed or which had been financed a second time 
through other public procurements. The submission of 
false data was aimed at obtaining a benefit by fraudu-
lent means; this caused 179,425 euros in patrimonial 
damage to EAS.

To carry out their plans (gaining a benefit by fraud-
ulent means), HK incited AT, PP and PK to misrep-
resent the volumes of works in certified statements on 
the works performed and submitted false data to EAS 
regarding the actual cost of the port construction.

HK involved UV in the commission of money laun-
dering. On agreement with HK, UV agreed to conceal 
179,425 euros received by fraudulent means and, using 
fictitious transactions, transfer the money to SH OÜ 
and F OÜ, from which the money would have been 
transferred to the foundation KS by way of real trans-
actions.

UV decided to involve a legal person related to 
itself, SH OÜ (UV’s spouse KKV was a member of the 
management board of this company at that time), in the 
concealment of the funds. However, the transactions 
in the legal person were made by UV with the consent 
of KKV. Together, they developed a money launder-
ing scheme in which various private limited companies 
billed for fictitious services rendered in order to launder 
the money.

To conceal the movement of the money obtained 
from EAS through deception to KS, part of the money 
was sent to a legal person related to HK, OÜ N. To 
launder the money, HK, while serving as management 
board member and representative of KS, drew up port 
berth lease agreements in a total amount of 54,000 
euros, whereunder KS leased out to OÜ N two floating 
dock berths from 1 May 2014 to 30 April 2034. The 
total value of the contracts was 54,000 euros.

With the transactions, HK, while serving as 
management board member of KS, along with the de 

  3 Ministry of Justice data as of 27 January 2018. If courts enter more decisions during the year, the number may increase.
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facto director of N OÜ; together with UV, the de facto 
director of SH OÜ and management board member of 
N OÜ; RS, who was the management board member 
of HT OÜ; and with the assistance of TM, who was 
the management board member of F OÜ, realised the 
plan to conceal the actual owner of the assets and the 
illegal nature and origin of the assets. To ensure that 
the money defrauded from EAS would make it back 
to KS and to show that the legitimacy and legality of 
the funds received by the foundation, fictitious invoices 
were drawn up – the goods were not dispatched in real-
ity; only the funds were sent.

The court convicted HK of benefit fraud, handing 
down a two-year sentence, and money laundering, 
which drew a four-year sentence. N OÜ was convicted 
of money laundering and received a 6,000-euro fine.

MONEY LAUNDERING AND 
ACCESSORY TO ACCEPTANCE OF 
BRIBE

In 2017, a court convicted KT and AA of money 
laundering and being an accessory to the acceptance 
of a bribe.

The court ruled that KT was a material accessory 
to the fact insofar that as member of the board of OÜ 
X, KT signed fictitious contracts that enabled transfer 
of the funds received by way of bribe to the account of 
the OÜ related to it, accounted for the funds received 
by the OÜ, organised the subsequent use of the funds 
and helped to transfer the money received in the form 
of a bribe to accounts of various OÜs (private limited 
companies). The court found KT was a moral accessory 
to the crime in that he took part in coming up with the 
scheme, which allowed receipt of funds meant as a bribe 
and hardened resolve to commit the action.

The court ruled that AA was a material accessory to 
the acceptance of a bribe in the fact that AA, serving as 

an accountant of OÜ X, prepared invoices that allowed 
the transfer of amounts meant as bribes. It was proved 
in court that AA was aware that the agreement on the 
basis of which the invoices were issued was fictitious 
and the funds received by the OÜ had criminal origin.

In total, 447,000 euros was laundered in this manner 
with the complicity of KT and AA. As sentences for 
money laundering, KT was sentenced to 4 years impris-
onment and AA, to two years and seven months of 
imprisonment.

CRIMINAL ORGANISATION AND 
MONEY LAUNDERING

In 2017, the court convicted two individuals – AV 
and AH – were convicted of money laundering, which 
lay in conducting transactions using criminal gains in 
order to conceal the illegal origin of the funds.

The court established that in the years 2008–2014, 
AH and AV registered the leasing of a BMW sport 
utility vehicle in the use of AV to various companies 
and the hiring out of the vehicle by the leaseholders to 
a company related to AH. AH and AV acted toward 
a common goal – concealing the illegal origin of the 
income received from management of a substructure of 
a criminal organisation and crimes committed by the 
company, laundering the income and placing the laun-
dered money into the legal economy. By doing so, AH 
and AV left the impression of a situation where leasing 
and hire payments were paid with money received from 
the companies’ economic activity. Actually, the money 
needed to perform the obligations under the lease 
agreement was furnished by AV to AH in cash (AV 
personally provided some of the cash), and AH took 
the funds to the company executives in whose name the 
leasing agreement was concluded at the specific time. 
The person acting on behalf of the company paid the 
contractual obligations by a bank transfer.
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The illegal origin of the money used to pay the 
leasing payments was concealed from 2008 until the 
detention of AV in April 2014 – the amount totalled 

63,210.58 euros.
The court sentenced AV to three years and AH to 

two years for money laundering.

4�2� ADMINISTRATIVE COURT PROCEEDINGS

No new complaints regarding the activities of the 
Financial Intelligence Unit were lodged with admin-
istrative courts in 2017. At the start of the year, the 
administrative court was conducting proceedings on 
three FIU applications to transfer assets to state prop-
erty, three complaints for contesting an FIU restric-
tion and one complaint regarding the FIU’s supervision 
activity.

In the latter case, the complainant was seeking 
the activity of the FIU to be declared unlawful and 
compensation of damage as the FIU had notified the 
complainant of the decision under clause 61 (1) 3) and 
subsection 76 (4) of the General Part of the Code of 
Economic Activity Act and clause 37 (1) 11) of the 
Money Laundering and Terrorist Financing Prevention 
Act to revoke the registry data for the complainant’s 
provisional activity licence as the complainant had 
failed to submit a new application for activity license 
by the deadline. The complainant had been forced to 

submit a new activity licence application and pay the 
state fee. The administrative court issued a ruling on 5 
April 2017 in administrative matter 3-15-1957 in favour 
of the FIU.

The administrative court also denied three appeals 
regarding restrictions on disposal of assets imposed by 
the FIU, it also denied the FIU’s request to transfer 
assets to state property; this was expected in light of 
Supreme Court decisions 3-3-1-22-12 and 3-1-1-52-05. 
We draw attention to administrative matter no. 3-16-
640, where the complainant was demanding that the 
FIU disclose the factual circumstances behind precepts 
that established restrictions on the complainants, which 
the FIU had refused to do. The appeal went through 
all three court instances and the Supreme Court upheld 
the FIU’s decision to withhold the factual basis to the 
complainant. Thus all pending administrative court 
proceedings were resolved, leaving no active court 
proceedings by the end of the year.
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5� MONEY LAUNDERING SCHEMES
Below, we provide an overview of the schemes analysed by the Financial Intelligence Unit in 2017.

VICTIMS OF SCAMMERS OPERATING IN THE VIRTUAL WORLD ARE CURRENTLY 
THE MOST VULNERABLE

The greatest share of incidents were various types 
of fraud that stemmed from people’s own carelessness 
handling data and cases where computer systems were 
used – seemingly anonymously – to illegally use other 
people’s assets. We urge the public to be very careful 
when giving out data – and in particular financial infor-
mation – online as being more careful could deprive 
criminals of an opportunity to commit fraud.

Fraudsters operating in the virtual world use a vari-
ety of scams for finding victims. They are mainly based 
on psychologically manipulating people to do some-
thing in someone’s interests, either for money or for free 
of charge. For the most part, scammers are skilful in 
concealing their real objectives and thus it is important 
to be particularly cautious in online communications 
involving money or access codes. There are many cyber 

fraud schemes, the best known of which are work-from-
home schemes, romance scams, lottery and inheritance 
fraud and business email compromise (BEC) scams.

Worldwide, BEC has become an increasingly major 
and widespread threat in the last five years. In the past, 
the victims of cyber scams were mainly individuals, 
whose bank account data (or the funds on the accounts) 
were stolen, but now criminal groups feel it is more 
profitable to take part in fraud targeting companies 
operating internationally, which can be committed on 
a large scale and easily over computer networks.

In a BEC scam, the scammers require access to 
the email account of the victim or transaction part-
ner so they can monitor the companies’ email traffic 
and determine which business partners the company 
exchanges invoices with. Once this has been deter-
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mined, the scammer drafts an email purporting to 
be from the company’s executive to the accountant or 
person who prepares payment orders, with invoices 
with false payment details as the attachment. If the 
accountant or payments person is not vigilant and fails 
to check whether the change in the details is correct, 
the money would be sent to the wrong bank account, 
generally to a foreign country. It is hard or impossible to 
recover such funds and depends largely on how fast the 
false invoice is discovered. Once the money is received, 
the scammers quickly send the money onward to vari-
ous individuals and companies in different countries 
and at some point, the money is withdrawn in cash to 
make it even harder to trace.

In 2017, the exploitation of corporate bank accounts 
as a channel for stolen money intensified in Estonia 
as well and small businesses in Estonia also colluded 
in BEC fraud. According to reports received by the 
FIU, in 2017, over 2.5 million euros obtained through 
this type of fraud was sent through bank accounts 
in Estonia. The FIU managed to apprehend about 
700,000 euros, and at least 12 Estonian companies were 
involved. For the companies that were used in the fraud, 
the payments varied greatly from their ordinary busi-
ness activity both in terms of amount and the content 
of the payment.

FRAUD TARGETED AGAINST 
MICROLOAN LENDERS

Criminal groups have found a way of swindling 
companies that offer microloans. To commit this type 
of fraud, Latvian citizens were registered as ostensibly 
working for Estonian companies and their earnings are 
paid to the accounts to build a positive financial history. 
After a while, the persons start applying for microloans 
of 500 to 700 euros from various lenders with the aim 
of keeping the money and never repaying it. In some 
cases, falsified bank account statements were submitted 

to prove income. The loans money thus received was 
transferred to other individuals or withdrawn in cash.

USE OF CASH IN COMMISSION OF 
MONEY LAUNDERING

The use of large amounts of cash is unusual in Esto-
nia and thus keeping a supply of cash tends to raise 
questions. Using cash is a good way of concealing the 
origin of assets and hiding the identity of participants 
in a transaction – thus committing money laundering.

Travelling with a large amount of cash
In 2017, the FIU analysed a case where the Tax 

and Customs Board in the course of stop of motor-
ist detained a car which boot contained 323,000 euros 
in cash. To substantiate the legal origin of the money, 
contracts entered into on behalf of foreign companies 
were presented and, in addition, loan agreements previ-
ously concluded between Estonian companies. Analysis 
of these contracts showed however that the persons had 
committed major leasing fraud in 2016 through these 
companies, and that criminal proceedings were under 
way in this matter. In October 2017, the court decided 
to sentence the perpetrators of the fraud to impris-
onment. One person received one year and the other, 
two years and six months behind bars. The confiscated 
323,000 euros in cash remained impounded to secure 
the civil actions.

Use of large quantities of cash in enterprise
In the current economic environment, it is not wise 

to keep a large amount of cash on hand due to secu-
rity and the costliness of cash handling methods, yet 
there are still companies and individuals who use it 
to conceal and transfer gains from tax fraud. Besides 
the withdrawal of funds from ATMs, various payment 
intermediaries are also still in use.
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COUNTERFEIT BANKCARDS FOR 
CASH WITHDRAWAL

Although bank accounts are used to move around 
larger amounts of ill-gotten gains, the use of counter-
feited bankcards for placement of money obtained by 
deception from individuals’ accounts has not disap-
peared. The funds are withdrawn using such bankcards 
in various countries, including Estonia, and the funds 
recirculate back to the criminals. Generally these cards 
use foreign bank information so that the information 
transmitted in payment systems would pass through 
several phases. In this way, criminals avoid the cards 
being closed before all the money has been withdrawn. 
In such cases, the cash couriers have hundreds of differ-
ent bankcards that are used to withdraw money from 

ATMs a little at a time, and these transactions may 
initially go unnoticed.

TRANSIT PAYMENTS ON BANK 
ACCOUNTS OF CUSTOMERS OF NON-
RESIDENT COMPANIES HELD IN 
CREDIT INSTITUTIONS

Estonian credit institutions are used to transfer 
money on the accounts of non-resident clients. The 
main countries that should be highlighted are Russia, 
Ukraine, Azerbaijan, Moldova, Latvia and Poland. 
Ordinarily such companies are not connected to the 
Estonian economic environment; they do not have 
operations or staff here.
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6� INTERNATIONAL FINANCIAL SANCTIONS

Similarly to 2016, 2017 was calm and stable in the 
field of international financial sanctions. The sanctions 
regimes that have the greatest effect on the Estonian 
economy (Ukraine and Russia) remained in place and 
they were extended as usual. As to development trends 
with a noteworthy significance, the Government of 
the Republic regulation no. 156 of 26 October 2017 
should be mentioned – it makes it obligatory to apply 
the sanctions established by UN Security Council reso-
lutions if they have been transposed into EU law. This 
amendment ensures legal certainty in implementation 

of sanctions from the moment that they are established 
– market participants should now no longer be in a 
position where the implementation of sanctions can be 
delayed due to lack of a legal basis.

A website called the Sanctions Map was developed 
by the Estonian Presidency of the Council of the EU, 
providing a simple but detailed overview of the sanc-
tions regimes in force and the valid types of sanctions. 
Estonia has handed over the operation of the site,  
www.sanctionsmap.eu, to the European Commission, 
which ensures up-to-date information on the website.
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7� LOOKING AHEAD TO 2018

In 2018, market participants, the Financial Intelli-
gence Unit and other supervisory agencies will have to 
contribute significantly to compliance with the require-
ments due to the amendments to the Money Launder-
ing and Terrorist Financing Prevention Act and also 
support the realisation of new opportunities. In the 
financial sector, the fact that face-to-face identifica-
tion is no longer the only requirement for establishing 
a business relationship raises the issue of how the new 
practical trends will develop as regards authentication 
of customers so they conform to the changes in regula-
tions, be rapid and convenient for customers, econom-
ically effective for companies and enable the risks of 
money laundering to be reduced in an optimum manner 
as well. Unfortunately, due to the pressure of the dead-
line of transposing the EU directive, not all of the 
necessary amendments that should be introduced into 
legislation could be given thorough consideration, as a 
result of which a need can be seen to supplement the 
anti-money laundering legislation in the near future.

For subjects of FIU supervision, it will be a chal-

lenge to assess their own risks properly and accu-
rately, develop the procedures needed to hedge risks 
and adequately choose due diligence measures. Being 
aware of the money laundering risks in companies’ own 
business activity is the first step to preventing money 
laundering. The risk-based approach, which has been 
the norm in the banking sector for some time now, is 
new for many smaller market participants and raises 
many practical issues.

The payment accounts register established by the 
new legislation and its interfaces with the banks and 
payment authorities on one side, and on the other side, 
the Financial Intelligence Unit and investigative bodies 
must be developed and launched. This is a development 
that has been awaited for some ten years. Above all, 
it is hoped that the new solution will help speed up 
exchange of information.

The face of anti-money laundering and anti-terrorist 
financing policy at the state level and development of 
the system will depend highly on how the government 
committee on prevention of money laundering will be 
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implemented with its renewed mandate and compo-
sition. The question is whether the committee will 
become a body with binding decision-making power 
that is able to carry out the necessary changes on diffi-
cult matters that require cooperation and compromises 
between several agencies and the ministry.

This year, decisive steps will need to be taken for 
creating the institution of administrative confiscation 
with a reverse burden of proof, if persons who conceal 
data or submit false data regarding assets suspected 
of being involved in money laundering are not able 
to prove the legal origin of the assets – this being a 
proposal made last year by the FIU and supported by 
the banking sector. The reverse onus for proving legit-
imate origin in the case of assets suspected of being 
of criminal origin is used by several countries and 

its importance in fighting organised crime has been 
repeatedly highlighted in international forums. The 
reverse onus for proving legal origin of assets is not 
a foreign concept in the Estonian legal system. It is 
already used in Estonia today in the case of extended 
confiscation in criminal proceedings. However, in that 
case, the presumptions behind the implementation of 
reverse-burden of proof are different. The application of 
new and effective measures for preventing international 
money laundering through Estonia is not important 
only from the standpoint of fighting crime and money 
laundering. In the longer term, it comes down to miti-
gating risks related to money laundering transit that 
endanger the whole country’s financial sector and the 
competitiveness of companies.


